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OVERVIEW  

 

76. Any strategy can only be developed, refined and kept up to date within a relevant context. 

In respect of a defence industry strategy that is a four-fold context encompassing: 

 

a. The Strategic Context: The roles and missions of the Defence Force, expectations 

of the National Executive, the evolving strategic environment and the evolving nature 

of conflict in the theatre. 

b. The Industrial Context: The evolution of the international defence industry, which will 

impact on the South African industry and on the Defence Force. 

c. The Technological Context: The development of defence technologies and trends 

in fields relevant to the Defence Force. 

d. The National Context: Economic, industrial, financial and social policies. 

 

77. The following sections set out an overview of each of those four contexts.  

 

 

 

 

78. The level to which the defence industry should be developed and at which it should be 

maintained, will depend on the roles and missions assigned to the Defence Force, on the 

underlying foreign policy, and on the evolving geostrategic situation and the evolving nature 

of armed conflict in the relevant region. The latter two, in turn, will impact on both foreign 

and defence policy, which will define what is expected of the Defence Force and, derived 

from that, what level and nature of industry support it will require. 

 

79. This is not to undervalue the importance and potential of international sales independent of 

Defence Force requirements, but those are not by themselves a primary driver for the 

development of a national defence industry strategy. That is based primarily on national 

defence requirements. Those, however, will be influenced by lessons learned by other 

armed forces and trends becoming visible in conflicts in various parts of the world, which will 

become visible to the Defence Force through the defence industry’s engagement in the 

international market.   

 

80. The first element to consider, and which must form the basis of all defence policy and 

strategy, military strategy and force design, and thus of the defence industry strategy, are 

South Africa’s strategic and vital interests. Additional to that, it will be imperative to analyse 

and understand the interests of other countries that may purport to be friends or appear to 
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be hostile: Rational governments pursue their country’s interests and analysis of those will 

suggest who is at any given time a friend or perhaps potentially a threat1.  

 

 

 

Strategic Interests 

 

81. South Africa’s primary strategic interest is a peaceful, secure and stable southern African 

region, essentially the Southern African Development Community (SADC) within which it 

can develop its economy and thereby enhance the wellbeing of its people. Given the great 

importance of the sea, both for its resources and as a trading route, this includes the seas 

contiguous to the region. 

 

82. This, however, also requires the SADC to have at least stable neighbours, so the stability of 

the countries adjacent to the SADC is also a key strategic interest of South Africa. 

 

83. South Africa also has vital interests that lie outside its territory, which it must protect jointly 

with the relevant countries.  

 

 
1 It may be instructive here to recall the words of Viscount Palmerston (1784 – 1865) on British foreign policy 
and strategy: “We have no eternal allies, and we have no perpetual enemies. Our interests are eternal and 
perpetual, and those interests it is our duty to follow”.  
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84. This engagement, particularly, within the SADC and its environs is recognised in the 2015 

Defence Review, which recommends that the Defence Force should be able to sustain three 

simultaneous major (combat group level) extended operations while also undertaking 

several minor and shorter-term operations and maintaining a brigade-level intervention 

capability. 

 

85. This requirement has implications for force strength and design for the combat services, the 

Military Health Service and Defence Intelligence, including requirements for specific 

equipment and systems, many of which can be met by local industry.   

 

Vital Interests 

 

86. South Africa also has external vital interests the security of which must be guaranteed, and 

that may at times require protection. Among them are the Lesotho Highlands Water Scheme, 

the Cahora Bassa hydro-electric power station and Maputo port in Mozambique, and the 
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maritime trade route through the Mozambique Channel, which carries most of the country’s 

imported oil. 

 

 

 

 
 

 

 

 

South Africa’s current and future external vital interests: Trade routes, ports, water sources 

and power stations. 

 

African and International Expectations 

 

87. There are also expectations in Africa and internationally regarding the regional and 

continental security role that South Africa should play as the continent’s 3rd largest economy, 

its only industrial economy, and one of the top fifty economies in the world.  

 

South African Defence Funding and Strength in Context 

  

88. Every country has different defence and security requirements, driven by its geography, 

existing and potential threats and possible regional role, making comparisons difficult. 

Nevertheless, a rough comparison of South Africa’s defence funding and force levels with 

some other countries can be useful. The countries selected for inclusion in the table below 

Burundi

Western
Sahara

Zimbabwe

Egypt
Libya

Algeria

Tunisia

Morocco

Kenya

Ethiopia

Eritrea

North Sudan

Niger

Mauritania

Mali

Nigeria Somalia

Chad

Central African
Republic

Uganda

Liberia

Sierra Leone

BurkinaGambia

Sao Tome & Principe

Equatorial Guinea

Djibouti

Senegal

Guinea Bissau

Canary Islands

Namibia

South Africa

Tanzania

Democratic Republic of 
the Congo

Angola

Madagascar

Botswana

Zambia

Gabon

Swaziland

Lesotho

Malawi

Rwanda

Benin
Ghana

Ivory
Coast

Guinea

Cameroon

Congo Republic

Comoros

Mozambique

Togo South 
Sudan

Trade

Oil

South Africa External 
Vital Interests

Piracy & maritime 
terrorism

Offshore Gas

Foreign power stations

Potential for piracy

Water

Port

Figure 3.2: South Africa’s External Vital Interests 



53 
 

have been selected mainly because their strategic situation is not dissimilar to that of South 

Africa: No imminent threat, but a turbulent neighbourhood, with Canada and Spain obvious 

exceptions but included for more general comparison, and with Sweden in a situation of 

rebalancing itself from the immediate post-Cold War draw down in the face of growing 

tension in the Baltic and surrounds. 

 

 

 

 

Country Population 

(million) 

2015 GDP  

($ billion) 

Defence 

Budget 

(%GDP)  

Army 

Troops 

(Reserve) 

Combat 

Aircraft 

Combat 

Vessels 

South Africa 

 

 

Angola 

Nigeria 

Ethiopia 

Algeria 

 

Canada 

 

Chile 

 

Mexico  

 

Peru 

 

 

Saudi Arabia 

Iran 

 

 

Malaysia 

 

Singapore 

 

Australia 

 

 

Sweden  

Spain  

53.68 

 

 

19.63 

181.56 

99.47 

39.54 

 

35.10 

 

17.51 

 

121.74 

 

30.45 

 

 

27.75 

81.82 

 

 

30.51 

 

5.67 

 

22.75 

 

 

9.72 

48.15 

317 

 

 

102 

493 

63 

175 

 

1 570 

 

240 

 

1 160 

 

180 

 

 

632 

397 

 

 

313 

 

294 

 

1 240 

 

 

484 

1 220 

3.51 (1.11) 

 

 

4.43 (4.35) 

1.88 (0.38) 

0.40 (0.63) 

10.8 (6.19) 

 

14.0 (0.89) 

 

3.46 (1.44) 

 

6.05 (0.52) 

 

2.27 (1.26) 

 

 

81.9 (12.95) 

15.9  

 

 

4.74 (1.51 

 

9.68 (3.29) 

 

22.8 (1.83) 

 

 

5.26 (1.09) 

10.8 (0.88) 

40 000 

(12 250) 

 

100 000  

62 000 

135 000 

110 000 

 

35 000 

(23 000) 

38 000 

(40 000) 

208 000 

(81 000) 

47 000 

(188 000) 

 

150 000 

475 000 

(350 000) 

 

80 000 

(50 000) 

50 000 

(300 000) 

29 000 

(14 000) 

 

11 0002 

71 000 

(10 000) 

65 

 

 

126 

73 

44 

164 

 

95 

 

75 

 

1093 

 

86 

 

 

335 

359 

 

 

65 

 

151 

 

159 

 

 

97 

216 

 

14 

 

 

- 

94 

n/a 

34 

 

29 

 

29 

 

42 

 

30 

 

 

27 

49 

 

 

28 

 

35 

 

41 

 

 

19 

41 

 

 

Trends in Armed Conflict 

 

 
2 This includes a pro rata share of joint elements – intelligence, logistics etc. 
3 Mainly armed trainers with light attack capability. 
4 Plus large numbers of inshore and riverine patrol craft. 
 

Table 3.1: South Africa’s Defence Spending Relative to other Countries of Comparable Size 
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89. There are several discernible trends in the nature and conduct of armed conflict that have 

come to the fore in the post-Cold War period. Africa is not immune to these trends, and they 

must be taken into account when considering South Africa’s defence requirements. Among 

these trends are: 

a. Asymmetric Warfare; 

b. Cities as Battlefields; 

c. International Terrorism; 

d. Paramilitary Capabilities of Criminal Groups; 

e. Unmanned systems; 

f. Cyber Operations; and 

g. The renewed focus on conventional operations. 

 

Asymmetric Warfare 

 

90. Asymmetric warfare has become something of a ‘buzzword’ but is actually nothing new:  

a. The weaker party in many conflicts in history has often chosen a guerrilla strategy 

rather than risk swift defeat by the more powerful opponent; 

b. Asymmetry can also refer to a country choosing to play to its strengths, rather than 

engaging an opponent on its terms, for instance: 

i. Maritime versus land power; or even 

ii. Economic action rather than military action. 

c. Asymmetry also applies when a powerful country defeats a weaker opponent. 

 

91. However, the term is most often used to refer to conflicts where one side chooses to use 

irregular forces. In that sense asymmetric warfare has several forms, including: 

a. Insurgency; 

b. Guerrilla warfare; 

c. Sabotage;  

d. Terrorism; and 

e. Will most often comprise a mixture of all or some of these methods. 

 

Cities as Battlefields 

 

92. Another trend is for warfare to increasingly play itself out in and around cities and towns, 

particularly in the developing world. There is little of value in the rural areas of most 

developing countries, and control of the country generally depends on holding towns and 

cities. In addition, the regular forces of most developing countries lack the resources to flight 

classic battles in open terrain. The implications are:  

 

 This has potentially serious implications for armed forces as fighting in urban terrain 

is especially demanding in terms of the numbers of troops required and will require 

specialised tactics, weapons and equipment (breaching and scaling equipment, 

specialised reconnaissance equipment (e.g. to establish whether the enemy is in a 

particular building), specialised communications equipment for use in high-rise 

buildings and in subways, specialised weapons).  

 A particular challenge will arise when combat takes place in squatter shanty towns, as 

most normal infantry weapons used in among the typically flimsy structures of such 

settlements will bring unacceptable risk of causing civilian casualties and excessive 

damage to dwellings and possessions.  
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 Major combat in an urban or even a peri-urban area can result in a situation similar to 

that after a natural disaster, requiring the forces deployed in the area to be able to deal 

with those effects or at least coordinate an effective response. This will create 

additional equipment requirements. 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.3: Global Urbanisation Trends 
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93. Irregular forces prefer to operate ‘amongst the people’, because that makes them vastly 

more difficult to identify and engage, particularly given the risk of civilian casualties and the 

lesser but still important matter of inconvenience to the population. Implications include: 

 Apart from specialised equipment and weapons suited to the particular urban terrain 

in which operations are to be conducted, this will also require a particular focus on 

integrated intelligence and surveillance and command and control capabilities. 

 The need to communicate effectively with the civilian population will require relevant 

language skills, perhaps supported by computer-based aids.  

 There will also be a need for dedicated force elements to manage and assist the 

civilian population (e.g. medical treatment, food, clothing, shelter) and to identify 

enemy hiding among them in towns and in refugee groups.  

 

International Terrorism 

 

94. There have been several changes in the use of terrorism as a strategy. In particular:  

a. Terrorism has become truly international, as demonstrated by the ‘9/11’ attacks in the 

United States in 2001; 

b. Terrorism has become potentially more lethal, as demonstrated by those attacks, but 

also as demonstrated by the use of nerve gas by the Aum Shinreikyo sect in Japan in 

1995; and 

c. The advent of remotely radicalised or self-radicalised small groups or ‘lone wolf’ 

terrorists, as in the recent attacks in European cities. 

 

95. In addition, there has been the advent of what might best be termed ‘strategic terrorism’, 

attacks carried out in a country with the intention of inflicting massive civilian casualties as a 

means to persuade a government to desist from a course of action. Examples include the 

train bombings in Madrid (2004) and London (2005), and the attacks in Kampala (2010) and 

Nairobi (2013). 

 

96. And, as has been the case before, terrorists may well attack a target in a country that has 

nothing whatsoever to do with a particular conflict, simply because it is a low risk way of 

striking at citizens or businesses of the country involved in the conflict. The attacks on the 

US embassies in Kenya and Tanzania in 1998 are good examples. 

 

Paramilitary Capabilities of Criminal Groups 

  

97. There have been two developments in recent years that have the potential to elevate the 

problem of organised crime to one that can require involvement of the military: 

 

a. Some organised crime groups have developed paramilitary capabilities and must be 

dealt with as if they are guerrilla forces. Examples include some bandit and smuggling 

groups in Africa and the Latin American drug cartels, with the latter’s use of miniature 

submarines being perhaps the most striking example, another being the use of armed 

helicopters for poaching purposes.  

b. There is a trend for criminal groups to cooperate with guerrillas and terrorists, each 

party bringing its particular assets, capabilities and contacts into play. Examples 

include smugglers in the Sahel, pirates in Somalia and the drug cartels in Colombia. 
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98. A related problem is that some guerrilla and terrorist groups use criminal activities as a form 

of fund raising, for instance some guerrilla groups in Colombia and Abu Sayef in the 

Philippines. 

 

99. These trends are also clearly visible in Africa and will continue to affect the operations of 

criminal groups, other groups working with them and those of the security forces.  

Implications include that:  

 The Defence Force will have to take this into consideration when planning future 

operations in Africa.  

 Other security agencies and services will have to consider acquiring military 

equipment for some purposes, and the ability to employ it to good effect5. 

 

Unmanned Systems 

 

100. There is a strong trend towards using unmanned systems for reconnaissance, surveillance 

and intelligence tasks as well as for attack with precision and ‘dumb’ weapons.  

 

101. The focus at present is mainly on unmanned aerial vehicles/systems (UAV/S), with those 

ranging in size from an airliner-size Global Hawk to tiny rotary wing UAVs smaller than a 

man’s hand. The most recent sub-trend in this category is the loitering weapon, which is 

essentially a UAV that can loiter above a battlefield for a time until its operator – or its internal 

system – identifies a target, which it then attacks directly. 

 

102. While the greatest current activity is in unmanned aerial vehicles, there is considerable 

development in: 

a. Unmanned ground vehicles, having moved from the original bomb disposal task to 

reconnaissance and perimeter patrol, and most recently including armed vehicles. In 

the latter case the weapon is normally employed by an operator, but automated target 

identification and engagement is perfectly feasible. 

b. Unmanned surface vessels, employed similarly to unmanned ground vehicles. 

c. Autonomous underwater vessels, also moving from the original mine-detection and 

neutralisation task to reconnaissance and attack tasks. 

 

103. Quite apart from exploiting the utility of unmanned systems, this trend and particularly the 

use of such systems by irregular forces, requires a response to provide the Defence Force 

with the ability to detect, acquire, identify, track and engage such systems.  

 

Cyber Operations 

 

104. The ‘cyber’ domain is still new territory to conflict, but is increasingly being exploited for 

intelligence, surveillance and propaganda/information operations purposes, and more 

recently also for offensive purposes.  

105. This development raises the question of how one defines an act of war. Is an attack that 

cripples national infrastructure – potentially causing serious damage and even casualties – 

by means of malware to be equated to a physical attack such as an air strike? If so, how 

does the state respond? 

 
5 One current example is the Meerkat optronic/radar surveillance system employed in the Kruger National Park to 
counter rhinoceros poaching. 
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106. In addition, defence and military systems are increasingly networked, and there is a trend to 

using standardised software backbones to simplify operation. That increasingly makes the 

military, both its own infrastructure and operating units, vulnerable to cyber-attack.  

107. Implication: Neither South Africa as a whole, nor the Defence Force are an exception to the 

trend to ever greater reliance on networks and the vulnerabilities they bring with them. It is 

also worth considering that: 

a. South Africa and the Defence Force are arguably substantially more vulnerable than 

other African states, or any irregular forces (military, guerrilla, terrorist or criminal) 

likely to be encountered. That makes for a one-sided vulnerability that could be 

dangerous, bearing in mind that a cyber-attack or even a cyber-offensive or cyber-

campaign need not require large numbers of specialists or vast funds. 

b. South Africa and the Defence Force are exceedingly vulnerable to cyber-operations 

by any major power intent on harm, although in such a case a counter-operation might 

well be feasible if the necessary reconnaissance has been done and the necessary 

surveillance of possible targets has been maintained.  

 

108. Once the government and the Defence Force have developed an overall concept of how to 

counter such attacks, the Defence Force and any other identified agencies will have to 

develop an integrated cyber threat management strategy and doctrine, and the relevant 

capabilities. 

 

109. Careful thought must also be given to the question of where the benefits of networking are 

outweighed by the risk of hacking and/or disruption. In some cases, there may be greater 

benefit in staying with older technologies that are not vulnerable to cyber-attack.  

 

Electro-Magnetic Pulse Weapons 

 

110. A related issue that is emerging, is the threat of electro-magnetic pulse (EMP) weapons. 

Where this was until quite recently an area of concern only regarding nuclear weapons, non-

nuclear EMP weapons are now available as aerial guided bombs, artillery rockets and 

projectiles and even as small hand-delivered devices, while there is also considerable 

research into directional EMP weapons. EMP weapons can thoroughly disrupt command 

and control systems and communications links, as well as any unshielded systems such as 

vehicle ignition systems. This is also an area that is open to exploitation by irregular forces 

as the technology becomes more widely understood.  

 

111. This demands research and development and early fielding of both: 

a. Electronic systems hardened against the effects of such weapons; and  

b. An offensive capability. 

 

Warfare Concepts 

 

112. The past decade has also seen the emergency of a host of new concepts seeking to explain 

the evolving nature of conflict. Among them are: 

 

a. Effects-Based Operations: This essentially refers to identifying the desired effect of 

an intended operation and then optimising the force mix and the plan to achieve that. 

It does not differ markedly from the well-established doctrine of ‘maintenance of the 

aim’.   

 



59 
 

b. 4th Generation Warfare: This is a view that future war will see a blurring of lines 

between war and politics, and will centre on trans-national actions of terrorism and 

psychological warfare.  

 

c. Compound War: This envisages future as making deliberate and simultaneous use 

of regular and irregular forces in the same operational and even tactical context.  

 

d. Complex War: This concept is used to describe a conflict situation in which there are 

multiple actors with differing aims and agendas operating simultaneously in the same 

theatre. 

 

e. Hybrid War: This concept is used to describe a conflict in which one side (or both) 

uses a mix of irregular tactics, conventional weapons, terrorism and criminal behaviour 

within the theatre or area of operations.   

 

f. Netwar: This is a concept developed by RAND in the United States, described as low-

intensity warfare by social-networked actors.   

 

g. Unrestricted Warfare: This is a concept developed by two officers of the Chinese 

Army and published in 1999. It envisages a composite military/civilian grouping of 

forces and agencies conduction operations in the military and various civilian spaces 

to achieve the aim of the war. It includes ecological (including climate modification), 

economic, legal (‘lawfare’), cyber/network, psychological, irregular and conventional 

operations. 

 

h. Formless Warfare: A concept that has begun to be discussed recently, centred on 

the integration of artificial intelligence, deep learning systems and autonomous and 

remotely-operated systems. This envisages very fast and comprehensive gathering of 

intelligence, followed by prompt and swiftly executed strikes against targets of 

opportunity and importance by autonomous or remotely-operated systems. The 

‘formless’ element lies in there not being any distinguishable front line or even an 

identifiable area or theatre of operations.  

 

113. While all of these concepts offer interesting insights that need to be considered, it is also 

important to understand that none are entirely new. The history of warfare is replete with 

examples of wars or operations conducted in just such a manner as set out in the various 

concepts. 

 

114. Implication: These forms of warfare will demand a ‘whole of government’ approach to 

defence against such attacks. While the Defence Force will remain the primary actor in 

defending against physical attack, it is not well-equipped to deal with the other forms of 

attack. At the same time, it will be essential that defence against such attacks is conducted 

in a fully integrated way, with all relevant forces, departments and agencies working in close 

collaboration and with full sharing of raw and processed intelligence.   
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Armed Conflict Trends in Africa 

 

115. Africa has not been immune to armed conflict in all of its forms, and is unlikely to acquire 

any such immunity.  

 

116. Armed conflicts in Africa since the end of the Cold War have included:   

a. Inter-State War; 

b. Trans-National War; 

c. Civil Wars and Failed States; 

d. Guerrilla War; 

e. Coups d’Etat; 

f. Popular Uprisings; 

g. Terrorism; and 

h. Organised Crime.   

 

117. In addition, there have been: 

a. Peace Support Operations (peace-making, peace-keeping, peace-enforcement)6; 

b. Foreign Intervention Operations; 

c. African Intervention Operations;  

d. Various border disputes with some potential to escalate to armed conflict. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
6 Peace support operations (PSOs) include the employment of military forces to support negotiations between 
belligerents who have ceased war operations (peace-making), to keep the peace between belligerents in a fragile 
situation while negotiations are initiated or in hand (peace-keeping) and to force an end to conflict even if one or 
more parties do not wish to stop fighting (peace-enforcement). The term can also cover stabilisation operations, 
support to local forces to deal with ‘spoilers’. 
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118. It is also important to bear in mind Africa’s rapid population growth: This is going to place 

major strain on governments’ ability to deliver services, and on natural resources, all of which 

will combine to result in internal political stresses in some countries, and friction over artificial, 

colonial era, borders in others. The potential for conflict in Africa must, thus, be considered 

to be high and increasing over the medium- to long-term. 

 

119. To that must be added that major power competition will to some extent also play itself out 

in Africa, again with the potential to aggravate or trigger conflict.  

 

120. As a major actor in Sub-Saharan Africa, South Africa is not immune to the effects of conflicts 

in Africa and will find itself draw into some situations in various capacities and roles. This 

demands timely, comprehensive and accurate intelligence, which has systems and 

equipment implications for the intelligence services and the Defence Force, among them 

effective integration of their systems and also with those of other government departments, 

particularly the Department of International Relations and Cooperation. 
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Inter-State Conflict 

  

121. Since the end of the Cold War there have been five inter-state conflicts of varying intensity: 

a. 1998-2000: Ethiopia versus Eritrea over the Badme Triangle; 

b. 2008: Eritrea versus Djibouti over a border dispute; 

c. 2007 and 2010: Puntland versus Somaliland over a border dispute; 

d. 2011: Sudan versus South Sudan over the Abyei region. 

122. While most of these were brief and/or involved minor clashes, the war between Ethiopia and 

Eritrea was a major and bitter conflict, and saw both countries move very quickly to acquire 

and learn to use modern equipment, particularly fighter aircraft (MiG-29s and Su-27s).  

 

123. Implications: While South Africa is unlikely to become directly involved in inter-state conflict 

in Africa, it is quite possible that South Africa might be asked to provide part of a force to: 

a. Be interposed between the belligerents to prevent direct conflict breaking out; 

b. Be deployed along a border between a belligerent country and another country, to 

prevent spill-over7; or 

c. Be deployed to secure a settlement of a conflict, which could see renewed fighting 

erupting and would therefore require a strong interposed force to prevent that.  

d. Such an operation would require the deployment of at least a medium force (e.g. 

Rooikat and Badger) with tactical air support, and in some cases the deployment of 

fighter aircraft in support of the ground force and to protect against air attack, or to 

conduct a ‘deny flight’ operation within the framework of the mission.   

 

Guerrilla Wars 

 

124. Guerrilla wars varying in nature (true insurgency, separatist guerrillas, nihilist guerrillas) and 

intensity, currently affect fourteen countries in Africa.  

 

125. Implications: There are implications here for the Defence Force: 

 

a. South Africa may be asked to assist a country affected by a major guerrilla conflict, 

either directly or as part of an African Union or United Nations mission; or 

 

b. South Africa may be asked, again directly or as part of an AU or UN mission, to deploy 

a force to prevent a guerrilla conflict from spilling over into an adjacent country. 

 

c. Any such contingent must have the strength and combat power to be effective in its 

assigned role and mission, and to deter any attack on itself of its elements, which will 

in some cases require the deployment of at least medium forces and Air Force 

elements in support. 

 

d. It will also be necessary to develop the capability and capacity to counter unmanned 

systems, perhaps by jamming command links or GPS signals, or perhaps by means 

of shooting them down. This is a new area of defence technology and there seems to 

 
7 Consider how DRC and Zimbabwe Defence Force elements crossed into Zambia in 2000 to escape destruction by 
advancing Rwandan forces. Consider also how the neighbours of the former Yugoslavia deployed forces along their 
borders with that country during the wars of its break-up, to prevent any fighting spilling over into their territory. 
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be an opportunity here for industry to establish a niche capability for research and 

development, equipment and systems.  

 

Organised Crime 

 

126. While organised crime in Africa has not reached the levels of paramilitary capability that it 

has in Latin America, there are groups that require military rather than purely police action. 

 

127. Additionally, there is a clear trend for organised crime groups to cooperate with guerrillas 

and terrorists. That gives the former access to better weapons and training, and enables the 

latter to exploit the criminal groups’ knowledge of the country and its people, and is a serious 

challenge when attempting to develop a coherent intelligence picture. 

 

128. Implication: While the Defence Force is unlikely to become involved in direct operations to 

suppress organised crime in other countries, it has responsibility for border safeguarding 

and must keep abreast of how criminal groups are collecting intelligence and developing 

their methods and tactics, and the weapons and equipment they use, particularly 

communications equipment, and must be able to counter them. South African forces may 

also inadvertently come into contact and perhaps clash with armed organised crime groups 

in African countries in which they are deployed for peace support or other missions. 

 

129. Piracy8. While piracy in East African waters has been suppressed to a considerable extent 

as a result of international naval operations and the use of armed ship protection teams, 

there is nothing to suggest that piracy in African waters as such will cease to be a problem 

– in fact the experience of Asia is that pirates find ways to resume operations once they have 

analysed the countermeasures of the security forces.  

 

 
 

130. Given South Africa’s ‘island economy’ and the fact that it is a trading nation, seaborne trade 

is vital to the economy (with 90% of exports going by sea, and all imported oil coming by sea). Piracy 

 
8 Note: Technically, ‘piracy’ refers only to armed attacks on ships (or aircraft) outside the jurisdiction of any country 
– i.e. “on the high seas”, but practically it includes attacks on ships in national waters, although that is referred to 
as “armed robbery at sea” for legal purposes.  
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is, therefore, a potentially grave threat that must be addressed continuously as a preventive 

measure, with surge operations as required. As the main shipping route for oil imports, the 

Mozambique Channel will require a continuous presence for the foreseeable future, while 

any growth in trade with West Africa will require the ability to join forces with the countries of 

that region to counter piracy along the trade routes. 

 

131. There is also a need to develop capabilities to counter other maritime threats, including: 

a. Maritime terrorism, such as attacks on ships and the infiltration of terrorists by sea; 

and 

b. Maritime crime, such as illegal fishing, smuggling and trafficking in people; which  

c. Will require a combination of naval and policing concepts and tactics and relevant 

equipment and systems. 

 

Peace Support Operations 

 

  
The SANDF engagement in the DRC has seen not just the deployment of an infantry battalion with Rooivalk and 

Oryx helicopters in support, but also a major effort in support of the previous general elections in that country, 

mainly involving airlift. 

 

132. There have been multiple United Nations peace support missions in Africa since the end of 

the Cold War. They have ranged from relatively simple peacekeeping, as was the case with 

UNTAG in Namibia, to full-on combat operations as is currently the case with the Force 

Intervention Brigade in the east of the DRC, and as was the case with the, now somehow 

generally overlooked, UN operations to end the Katanga secession in what is today the DRC. 

 

 

133. At present there are eight such missions ongoing, with that in the DRC (MONUSCO) being 

the largest, with some 18 260 troops supported by combat helicopters after the United 

Nations mandate was upgraded to a Chapter 7 peace enforcement operation. This force has 

been attacked on many occasions, and the Force Intervention Brigade, which includes a 

South African Army battalion and is supported by South African Air Force combat and 

transport helicopters (Rooivalk and Oryx), has seen considerable and quite hard-fought 

action. 

 

134. In addition, there is the hybrid African Union/United Nations mission in the Darfur region of 

Sudan (UNAMID), with some 17 000 troops. This force, too, has suffered multiple attacks by 

well-armed irregular forces, including one in which a Nigerian Army company base was 

attacked and overrun by a force of more than 1 000 irregulars with various heavy weapons 

https://www.google.co.za/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjm3qSZy7fbAhXIchQKHZi-BeAQjRx6BAgBEAU&url=https://www.africandefence.net/the-year-of-hard-choices-for-sandf/&psig=AOvVaw1xjhgKVTuEHrCaIsSozvZR&ust=1528118492382735
https://www.google.co.za/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwj93fi9y7fbAhUH6xQKHa_dBiIQjRx6BAgBEAU&url=http://www.saairforce.co.za/news-and-events/1052/saaf-deploys-to-the-drc&psig=AOvVaw1i8705lIm0bPWfGkwTIVL_&ust=1528118584114001
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and some armoured vehicles. Similarly, albeit on a smaller scale, several South African Army 

patrols were ambushed by forces that outnumbered and outgunned them. 

 

 

135. Implications: Given South Africa’s position and desired role in Africa, it is inevitable that the 

Defence Force will continue to participate in various peace support operations. It is equally 

inevitable that some of those operations will involve combat operations. That will require the 

deployment of a contingent with the strength and combat power to have an absolute edge 

over the ‘spoilers’. There is also a clear requirement to ensure a good and quick method  to 

establish a degree of interoperability with foreign forces engaged in such missions, with 

particular emphasis on communications, command and control (C3) and intelligence, 

reconnaissance, surveillance and targeting (IRST) systems.  

 

 

 

 

136. As already discussed, the South African defence industry cannot function, let alone thrive 

and prosper, in isolation. In addition to the strategic context that will drive both Defence Force 

requirements and export opportunities, it must also operate within the context of what is 

happening in the defence industry globally.  

 

137. That will require a clear-eyed analysis of the present situation when considering how to 

position the industry, and it will require that the international defence industrial context be 

understood and monitored on a continuous basis, to ensure that South Africa’s industry 

remains correctly positioned. 

  

138. The end of the Cold War saw most of the major powers cut defence funding drastically from 

1989/90 onwards, reducing force levels and cutting back or postponing acquisitions. Most 

smaller countries followed suit, although countries in the Middle East continued with high 

levels of defence spending, given the unstable security situation in that region.  

 

139. Defence spending increased again from 2001, until the financial crisis of 2008 drove it back 

down in real terms, for example, seeing Western Europe’s defence spending decline by 6% 

between 2008 and 2015. 

 

 

 

 

 

 

 

 

 

 

 

 

 

THE INDUSTRIAL CONTEXT 
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140. The impact of the decade of cuts during the 1990s on the defence industries of the major 

powers lingers, triggered two trends in their defence industries that also impacted on the 

industries of smaller players: Consolidation and internationalisation. 

 

Consolidation 

 

141. The cuts in acquisition funding triggered a wave of consolidation in the defence industry 

internationally, as companies and even groups merged, groups acquired divisions of other 

groups, and smaller companies were absorbed by larger companies or simply departed the 

defence sector. The focus of acquiring companies and groups has been on ensuring critical 

mass, ensuring the capability and technology spread to remain leaders in their respective 

fields, and casting their marketing net wider to pursue new contracts in smaller countries to 

keep turnover at least at minimum levels. 
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142. Another aspect of this trend towards consolidation has been an increase in collaboration and 

cooperation among defence companies when pursuing national defence requirements and 

also for export opportunities.  

 

143. There has also been an increasing willingness to licence specific products to other 

companies or to acquire subsystems or technologies from other companies. The underlying 

cause here has been the combination of reduced acquisition funding and the rising cost of 

‘high-tech’ defence equipment and systems, resulting in a need for maximum efficiencies 

within companies and groups. 

 

144. One result of the latter trend has been that even large defence groups no longer have to – 

or practically can – develop a full product range or all the subassemblies and sub-systems 

of a major system. That has created market opportunities for those smaller, specialist, 

companies that have survived.  

Internationalisation 

 

145. The same pressures that led to that consolidation, also accelerated a process of greater 

internationalisation, with further impetus from the increasing cost of new technologies in the 

defence sector:  

 

a. Some of the smaller countries with defence industries, found that their reduced 

acquisition funding did not allow them to complete new equipment projects alone 

within reasonable time scales, and sought other countries to join such projects;  

 

b. Medium-sized defence companies in economically smaller countries no longer had 

the turnover needed to sustain themselves, and needed to export and/or partner with 

companies in other countries or with one of the large international groups; 
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c. Reduced R&D funding in some smaller countries meant that their defence industry 

companies were not able to effectively pursue new technologies to remain relevant, 

again driving them to find partners in other countries; 

 

d. Large defence industry groups, needed to expand their activities, to retain critical mass 

and keep turnover at levels that would allow them to keep plants active and to pursue 

new technologies. One means of doing so was to acquire companies in smaller 

countries, to improve their chances of winning contracts in those countries and to 

remove competition there and in other markets. 

 

146.  An unexpected benefit to some of the large defence groups, was finding that the smaller 

companies and groups in smaller countries often had interesting products, technologies and 

concepts that could benefit them. Some cherry-picked the most interesting items out of the 

local company and then allowed it to wind down to little more than a presence, but others 

instead chose to invest in such companies and leave them under local management to keep 

their entrepreneurial and innovative edge alive. 

 

Turning Point 

 

147. Defence spending would now, however, seem to have bottomed and to be moving up at an 

accelerating rate: Global defence spending increased at a low rate of 0.6% in 2015 and at 

0.9% in 2016, but is expected to stabilise at around 2% annual growth by 2020, having 

passed the 2010 level of spending in 20189.   

 

 
Reproduced with the kind permission of IHS Jane’s. 

 

 
9 Jane’s Defence Weekly, 1 March 2017, Page 20. 
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Reproduced with the kind permission of IHS Jane’s. 

 

148. Of specific relevance to the defence industry internationally, defence investment (which 

comprises acquisition, R&D and test and evaluation funding) grew by 5.1% in 2016 and there 

is no indication that this will slow down soon. One driving factor is that the armed forces of 

most major countries have very large equipment modernisation and replacement backlogs 

to make up after more than two decades of reduced defence funding10. IHS Jane’s expects 

defence acquisition spending to total some $ 2.1 trillion between 2017 and 2020.  

 

 
Reproduced with the kind permission of IHS Jane’s. 

 

 

 

 

 

 

 

 

 
10 The average age of US Air Force combat aircraft in 2016, for instance was 26 years; The US Army’s Abrams 
main battle tank entered service in 1980 and the newest is 25 years old. The German Army’s Leopard 2 main battle 
tank entered service in 1979, with the most recent variant entering service in 2001. The Tornado, which is the 
main strike aircraft of several European air forces, entered service in 1979, with the last aircraft delivered in 1998.   
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149. As with the strategic and industrial context, the South African defence industry must keep 

abreast of developments in defence technologies and technologies in general that have 

potential for defence applications.  

 

150. That is essential in order to enable the industry to: 

 

a. Support the Defence Force effectively, by ensuring that: 

i. Its equipment optimally meets evolving requirements; 

ii. It notes early, or even anticipates, new technologies or applications and move 

quickly to exploit them to improve capabilities or counter new threats; 

iii. Move quickly to exploit new technologies or applications and advise the Defence 

Force; 

iv. It can provide, support and sustain equipment cost-effectively;  

 

b. Become and remain a close follower of technology, and a leader in applications; 

 

c. Become and remain a leader in selected technologies; and 

 

d. Remain relevant in the international market as a supplier of equipment that makes use 

of the latest technologies in an affordable and supportable manner. 

 

151. In addition to monitoring developments by perusing the technical journals and attending 

conferences, seminars and exhibitions, the industry must also work to establish and then 

build links with international defence groups and defence companies in other countries, to 

keep abreast of what they are doing and learning, and how they are working to meet the 

evolving and emerging threats and challenges facing the armed forces of their countries. 

  

Spin-On and Spin-Off 

 

152. For much of history, military technology has led the way in many fields, from computing to 

medicine, and it will continue to be the leader in some areas. But: 

 

a. The long, sustained peace among the major powers has reduced the impetus and the 

funding for defence research; while 

 

b. The civilian market has seen the opportunities offered by, for instance, the ‘digital 

revolution’ and new materials, and has moved ahead of the defence sector in some 

areas, partly as a result of more generous funding generated by revenues, and partly 

as a result of the accelerating consumer cycle, which sees products and even their 

underlying technologies become ‘old hat’ and being replaced within a few years, 

whereas defence equipment tends to remain in service for decades. This trend has 

been particularly notable in the fields of electronics and software. 

 

153. The defence industry and Government must, therefore, be aware of the potential for both 

spin-off to the civilian market from defence research and development, and the potential to 

THE TECHNOLOGICAL CONTEXT 
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spin-on applications and technologies from civilian industry into defence applications, and 

seek to optimise the exploitation of both. 

 

154. In addition, Government must be aware of and exploit the potential for technology spill-over 

from defence, safety and security work into the civilian market. 

 

COTS and MOTS 

 

155. Commercial-off-the-Shelf (COTS). One aspect of the potential of spin-on is the use of 

commercial products, sub-assemblies and components in military equipment and systems 

and in their support and sustainment. That has obvious advantages of reducing costs as a 

result of not having to develop those items and, in some cases, not having to provide in-

house support for them. There are also, however, some risks: 

 

a. COTS software, products, sub-assemblies or components in electronic systems that 

are directly or indirectly linked to communications systems or receive data in any way, 

could present a real issue of ensuring security and could also present a risk of enabling 

an opponent to shut them down remotely; 

 

b. COTS items may not be as electronically hardened as required, which may not be 

immediately apparent, and which could result in unanticipated mutual interference and 

vulnerability to electro-magnetic pulse weapons that are in development if not already 

in service in several countries; 

 

c. COTS items may not be as physically tough – temperatures, humidity, vibration, 

shock, human abuse – as required, which may not be immediately apparent; 

 

d. The high rate of change-over particularly the civilian electronics field could present a 

critical support and sustainment challenge for equipment that is to be kept in use for 

two decades or more. This can result in considerably higher than anticipated 

sustainment costs over the service life of equipment and systems. 

 

156. This does not in any way diminish the logic or utility of using COTS items, but does mean 

that each application must be thought through clearly and that the Defence Force must be 

made aware of what COTS items are being incorporated in a piece of equipment or system, 

of the potential implications and of measures that can be taken to counter such risk or threat. 

157. There is also the potential to more thoroughly adapt a COTS product or system to military 

requirements, for instance ‘bush-proofing’ a truck or ‘hardening’ electronic equipment.  

  

Technologies to Pursue 

  

158. The decision as to which technologies to pursue, either with an eye to leading or with an eye 

to being a close follower, will depend in the first instance on: 

a. The requirements of the Defence Force, derived from its threat analysis; 

b. Developments in defence and defence-related technologies and applications;  

c. The existing or practicably attainable capabilities of the defence industry and the 

scientific establishment;  

d. The potential for joint ventures, collaborative or cooperative development with the 

defence industries of other countries or with other sectors; and  

e. The export potential of such technologies or applications. 
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159. This will be a matter decided by the Chief Defence Scientist in collaboration with the Defence 

Force and the industry, considering the evolving strategic situation, evolving and emerging 

technologies and applications of technologies, and the wider defence industrial and general 

industrial context. This will require constant monitoring of technology and application 

developments.   

 

Unmanned and Autonomous Systems 

160. The field of unmanned and autonomous systems is a rapidly growing area of technologies 

and applications, and such systems will be required by the Defence Force for a range of 

applications. This is, therefore, an area on which the industry must focus, jointly with the 

Defence Force and the security and intelligence services and agencies, which must develop 

operation concepts and requirements and which must also establish the policy and legal 

parameters for the employment of unmanned systems.  

 

161. That is not to say, however, that it must necessarily attempt to develop a system for every 

use. Rather, it should focus on: 

 

a. Developing the tools that will enable the Defence Force to integrate unmanned and 

autonomous systems acquired from various manufacturers into its surveillance and 

reconnaissance systems, as well as in other applications;  

 

b. Developing the command and control capabilities to enable the Defence Force to 

make use of multiple unmanned and autonomous systems of different types in the 

same battlespace without conflicting with each other or manned systems; and 

 

c. Developing bespoke systems for the Defence Force where there is real utility to be 

derived from doing so. 

 

162. Air Force Systems. The Air Force would benefit greatly from having available: 

a. Strategic reconnaissance and surveillance unmanned aerial systems. 

b. Tactical unmanned aerial reconnaissance systems to work with attack helicopters and 

to support air-assault operations. 

c. Unmanned aerial systems for communications relay. 

d. Air-launched loitering and swarming munitions 

 

163. Ground Forces Systems. The Army would benefit greatly from having available:  

a. Small and micro unmanned aerial systems for reconnaissance at the tactical level. 

b. Medium unmanned aerial systems for enhanced command and control, and for 

communications relay. 

c. Unmanned reconnaissance vehicles able to be deployed from and work together with 

armoured reconnaissance vehicles and infantry elements. 

d. Small and micro unmanned ground vehicles for reconnaissance in built-up areas and 

inside buildings. 

e. Unmanned IED and mine-detection and neutralisation systems, including systems 

suited to deployment by helicopter or parachute, and small systems for searching 

inside buildings. 

f. Robotics in some logistic and transport applications. 

 

164. Naval Systems. The Navy would benefit greatly from having available: 
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a. Shipboard long-range/high-endurance surveillance systems, to extend situational 

awareness, target recognition and targeting well beyond the radar horizon of the ship 

without over-utilising the integral helicopters of the larger ships, and giving smaller 

vessels vastly enhanced situational awareness. These would probably be suitably-

sized fixed-wing UAVs. 

b. Shipboard reconnaissance systems, to give the ship the ability to reconnoitre areas in 

which a surveillance UAV might too easily be compromised and perhaps shot down. 

These would probably be fast, low signature, fixed-wing UAVs, although a rotary wing 

type could also be useful. 

c. Shipboard monitoring systems to provide overwatch during boarding and landing 

operations in the absence of a shipboard helicopter. These would probably be small 

rotary-wing UAVs. 

d. Shipboard loitering weapons, i.e. UAVs able to acquire and confirm targets at long 

ranges, and to attack them if required, including radar-homing variants. 

e. Shipboard loitering decoys. 

f. Shipboard unmanned surface craft for reconnaissance, suspect craft inspection and 

patrol operations. 

g. Shipboard and shore-launched mine-countermeasures systems.  

 

Unmanned Vehicle Countermeasures 

165. Unmanned systems, and particularly unmanned aerial systems are becoming a growing 

challenge and even threat for ground forces and will present a similar challenge and threat 

to naval forces, particularly in the littoral. Such systems are even being used by irregular 

forces for reconnaissance, command and control and light attack missions.  

166. There is, thus, a clear requirement to develop means to protect forces against unmanned 

systems, be it by kinetic means (i.e. shooting down UAVs, stopping or destroying ground 

vehicles or sinking unmanned boats), or jamming their command links. 

 

167. There will also increasingly be a requirement to protect vital installations and similar potential 

targets against UAVs operated by a terrorist or criminal group, and to counter ‘rogue drones’ 

that while not launched with criminal intent, in fact present a threat, for instance UAVs flown 

near airports.  

 

168. Directional jamming, even using hand-held systems has been shown to hold promise and 

should be pursued, particularly as it offers the lowest-cost option against small UAVs. 

169. The increasing lethality of the battlefield, coupled with the increasing cost of operating prime 

mission equipment and even some crew-served weapons, argue strongly for greater use of 

simulation for: 

a. Crew and team training; 

b. Individual training; 

c. Command staff training;  

d. Doctrine and tactics development; and 

e. Operational and tactical planning and plan evaluation and rehearsal. 

 

170. Simulation at all levels is, therefore, a technology to be pursued, building on the expertise 

already existing in the industry. 

 

171. A related technology field is that of augmented reality, which has clear potential in the 

simulation arena, but also at a tactical level, and is something to pursue, drawing on the 

existing civilian technologies in this field. 
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172. The lesser-known field of ‘stimulation’, or the simulation of threats to trigger alerting, warning 

and countermeasures systems during development and to test their effectiveness when 

deployed, is also a field that should be pursued. 

 

173. The threat to ‘platforms’ – armoured vehicles, ships, aircraft – has increased dramatically 

over a relatively short period of time. This has been the result of six trends: 

a. Developments in precision weapons, increasing the risk of being hit; 

b. Developments in attack profiles, including plunging and overflight attack;  

c. Developments in warhead technologies, increasing the risk of serious damage or 

destruction;  

d. The spread of guided weapons to irregular forces; and 

e. Innovation in the design of improvised explosive charges (IEDs), for instance ‘platter 

charges’; and 

f. The emerging threat of non-nuclear electro-magnetic pulse (EMP) weapons that can 

disrupt most electronic systems unless they are specifically (and adequately) shielded, 

including communications systems, sensor systems and other electronic systems and 

subsystems, including ignition systems of vehicles. 

 

174. There is, therefore, a clear need to develop better means of protecting such platforms, both 

passively and actively. 

 

 

Precision-Guided and Contained Effects Munitions 

  
The Denel Dynamics Mokopa has been exported to Algeria to army that country’s naval Super Lynx helicopters; 

the Raptor 2 stand-off weapon has been exported to at least two countries. 

 

175. Precision-guided munitions have become increasingly a weapon of choice, because they: 

a. Can drastically reduce the time required to produce the desired effect; 

b. Reduce the risk to firing platforms and personnel by reducing overall engagement 

time, and particularly so in the case of non-line of sight weapons; 

c. Drastically reduce the risk of collateral casualties and damage, particularly when used 

instead of artillery fire or unguided aerial bombs, making them particularly suited to 

operations ‘amongst the people’; 

d. While considerably more expensive than ‘dumb’ weapons, they will be used in far 

smaller numbers and the logistic effort (and cost) required to move munitions up to the 

combat troops will be greatly reduced.  

 

 

 

https://www.google.co.za/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiHxJjuz7fbAhUB1xQKHZ6EDTcQjRx6BAgBEAU&url=http://www.deneldynamics.co.za/products/missiles/anti-armour-missiles/mokopa&psig=AOvVaw1K7oaUFL9MXH8ccM6WFdni&ust=1528119755038462
https://www.google.co.za/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjt94fF0LfbAhUGUBQKHT4CBdYQjRx6BAgBEAU&url=http://worldmilitaryintel.blogspot.com/2013/05/blog-post_2742.html&psig=AOvVaw1u1XAKutrnzGiZ9OC6oJay&ust=1528119890138605
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Data Management, Distribution, Fusion and Analysis 

 

176. The continuing rapid development in both information technology and sensor technology 

(electronic, optronic, optical) presents opportunities to revolutionise planning at tactical and 

operational level, as well as command and control. While recognising the risk of an 

unintended slide into counter-productive ‘micro command’, it is worthwhile pursuing the 

related technologies, and particularly integration with other fast-developing technologies 

such as in the field of autonomous and unmanned equipment and systems. 

 

177. Particular area of focus should include data fusion, dissemination, analysis, interpretation 

and quickly and efficiently accessed data storage. 

 

178. The technologies involved in this field overlap the defence, intelligence and commercial 

sectors, and the research and basic development should be handled as a collaborative and 

cooperative venture among the Defence Force, intelligence services, Police, Home Affairs, 

research institutes and commerce and industry. 

 

Cyber Operations 

 

179. While ‘cyber’ espionage has been a factor for many years, active cyber-operations and 

attacks are something relatively new but there is a clear trend for such operations to become 

a part of state and non-state actions. 

  

180. Attacks such as these have the potential to cause damage similar to a conventional attack 

by military forces, and considerably greater than what can normally be achieved by either 

guerrillas or terrorists. That makes such attacks a defence issue rather than merely a criminal 

matter.  

 

181. The overall control of cyber defence should, however, rest with a single organisation and, 

given the potential for destructive attacks to cause serious and even critical damage at the 

national level, that organisation should be the Defence Force. That implies that this will be 

an area of interest for the Chief Defence Scientist, with the aim of developing some local 

countermeasures. In the longer term consideration should also be given to an offensive 

capability, which will again require industry support. 

 

182. In addition to defensive measures, consideration also needs to be given to developing at 

least some fall-back systems that are less vulnerable to cyber-attack, both within the 

Defence Force and for national infrastructure.   

 

Communications Intelligence and Military Information Operations 

 

183. Communications intelligence and the ability to interfere – jam or ‘spoof’ enemy forces’ 

communications have long been key force multipliers. The increasing use by irregular forces 

and criminal groups of radio, mobile telephone, satellite telephone and data communications 

has only served to increase the importance and potential of capabilities in this field. 

 

184. While related to cyber operations, this field or activity is sufficiently important to be addressed 

on its own by the Defence Force as well as by the Police and the intelligence services, and 

the defence industry must provide the necessary technologies, equipment and systems.   
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Social Media Operations 

 

185. Social media are becoming increasingly important in both irregular and semi-regular warfare 

and conflict situations short of war, and this is an area that must be addressed by the industry 

to support the Defence Force, Police and intelligence services. 

 

186. While arguably related to cyber operations, social media operations will be sufficiently 

different in both purpose and nature to deserve consideration as a separate field of activity.  

 

Artificial Intelligence 

 

187. Artificial intelligence is a field that overlaps with several others in the defence technology 

spectrum. It will be of increasing importance in the future, in applications ranging from guided 

weapons and autonomous systems, through data management and dissemination, to 

logistic support management, training (simulators) and access control, both physical (i.e. 

access to facilities) and electronic (i.e. access to command and control systems, 

communications systems and databases). 

 

188. This is, therefore, a field deserving serious interest, and will be an area of focus for the Chief 

Defence Scientist. Fortunately, it is also a field in which civilian technology is making great 

and swift strides, bringing the potential for useful ‘spin-on’ applications in defence. 

 

 

 

 

 

466. In the national context the Defence Force and the defence industry first and foremost serve 

the purpose of ensuring South Africa’s security against foreign threats, military and in some 

cases also paramilitary.  But both must also, within what is practicable, be aligned with the 

wider national context. 

 

467. The key issues of the national context relevant to the defence industry strategy, include: 

a. Expanding employment and improve the nature of employment; 

b. Sustaining and expanding the national skills base in both the artisan and professional 

categories; 

c. Expanding the economy and moving from a commodities base to a knowledge and 

manufacturing base; 

d. Transforming the economy to be inclusive of all South Africans, with a particular focus 

on the youth. 

  

468. As discussed at the beginning of this document, one of the main purposes and effects of the 

defence industry is to increase the positive impact of defence spending. It does this by: 

a. Generating employment within the defence companies and in upstream suppliers in 

general industry; 

b. Expanding the skills base, with migration to other sectors; 

c. Establishing new technologies, with spin-off and spill-over to other sectors; 

d. Reducing hard currency outflows by reducing defence imports; and 

e. Generating hard currency earnings from defence exports. 

 

THE NATIONAL CONTEXT 
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469. These are all natural outcomes of a growing defence industry, and all are aligned with the 

key issues of the national context and the imperatives of the National Development Plan and 

other Government initiatives. 

 

The National Development Plan 

 

470. The defence industry is potentially well placed to support the drive to meet some of the key 

stated objectives of the National Development Plan 2030: 

 

a. Uniting South Africans around a common programme: While defence may hardly 

seem suited to this goal, the fact is that defence equipment and systems are ‘high-

tech’ and the development of such systems in South Africa demonstrably creates a 

feeling of national achievement and pride across racial and gender lines11. 

 

b. Citizens active in their own development: The defence industry is well-suited to the 

development of small, medium and micro-enterprises (SMMEs), the expansion of 

which will generate employment and give the entrepreneurs and their staff both pride 

in their achievement and the self-confidence to venture further. This is further 

enhanced by the education and training that defence companies must provide for their 

staff in order to remain competitive, education and training that is exportable to other 

sectors of industry and the economy. 

 

c. Faster and more inclusive economic growth: Expanding defence development and 

production will generate employment, establish new technologies and bring hard 

currency export earnings, all of which will help accelerate economic growth. With the 

defence industry having to expand from a small base and being well suited to SMMEs, 

it can easily become a vehicle for more inclusive economic growth. 

 

d. Building capabilities: The defence industry must conduct continuous research and 

development to remain viable, and will establish new technologies and processes, and 

in some cases invent them, most of which are applicable in other sectors of industry, 

thereby building overall industrial and economic capability.   

 

e. A Capable and Developmental State: While this goal focuses mainly on the public 

service, defence projects are often large and complicated and sometimes complex, 

and develop people who can tackle other complex projects effectively, for instance the 

Square Kilometer Array telescope project. At the same time, by virtue of being well-

suited to the development of SMEs and dependent on high-quality education and 

training, the defence industry lends itself to supporting targeted development. 

 

f. Leadership and responsibility throughout society: The defence industry works in 

an environment where errors or negligence cost not only large amounts of money, but 

also lives. That, together with the size and complexity of many projects, breeds people 

with a sense of leadership and an understanding of personal responsibility, which they 

can carry over into their private lives and into later careers. 

 

 
11 This has been clearly visible at every African Aerospace and Defence (AAD) exhibition, with particularly the 
Rooivalk attack helicopter engendering national pride. 
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471. The defence industry may not always be among the big players towards achieving these 

goals of the National Development Plan, but it can make a key contribution. A key factor in 

this respect is the normal migration of people from one sector of industry to another:  

a. Those migrating from the defence industry will take with them concepts, procedures 

and skills learned in that industry, to the benefit of their new area of activity. This has 

been visible in South Africa in the past and there is no reason that this would not occur 

in the future;  

b. A growing and vibrant defence industry will ‘spin off’ growing numbers of skilled people 

who are used to a technologically demanding and demanding client dominated 

environment;  

c. Given the suitability of the defence industry to SMMEs, many of those people will be 

from SMMEs within the industry or, indeed, such SMMEs might themselves migrate 

partially or even wholly into other sectors; 

d. Using the defence industry as an incubator for young black engineers, other 

professionals and entrepreneurs will, therefore, contribute valuably to the 

transformation of the manufacturing sector and the economy in general. 

 

National Industrial Policy Framework 

 

472. The National Industrial Policy Framework (NIPF) of the Department of Trade and Industry is 

intended to provide strategic direction for development of the South African industrial 

economy. Its intent is translated into regularly updated and adapted Industrial Policy Action 

Plans (IPAP). 

 

473. The fundamental vision of the NIPF for the economy comprises: 

a. Diversification away from commodities and non-tradable services. 

b. Long-term intensification of industrialisation and movement towards a knowledge 

economy. 

c. Promotion of a more labour-absorbing industrialisation path. 

d. Promotion of a broader-based industrialisation path, both across groups and regions. 

e. Contributing to industrial development on the African continent. 

 

474. The defence industry is well placed to contribute towards those goals, particularly in respect 

of what the NIPF terms “medium technology sectors” and “advanced manufacturing sectors”. 

 

475. The potential alignment between the defence industry and the NIPF will be analysed in the 

defence industry strategy implementation plan, with an eye to developing a concrete, 

synergistic link between the NIPF, defence policy and defence industrial policy and strategy. 

 

Industrial Policy Action Plan (IPAP) 

 

476. The Industrial Policy Action Plan (IPAP) of the Department of Trade and Industry is one of 

the national plans developed – and continuously refined – to support the NDP in both its aim 

to expand and transform the economy and its aim to make the economy inclusive. 

 

477. Considering the intentions and concepts of the IPAP and the capabilities and needs of the 

defence industry, there is considerable potential for synergy12.  

 

 
12 This will become particularly clear when considering the recommendations in Part 4 of this document.  
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478. In the 2016/17 IPAP, the Minister of Trade and Industry sets out “four main pillars” for the 

envisaged national industrialisation project, which mesh with the requirements of the 

defence industry if it is to be developed and expanded, and to which it can then itself 

contribute: 

 

a. “Policy coherence and policy certainty across government”, which is something that is 

required for the defence industry to develop and which, if provided, in the context of 

defence and defence industry policy, will enable it to develop coherently and expand 

its export sales on the back of Defence Force requirements. 

 

b. “A close collaborative effort between government, business and labour”, which is 

again something essential to the development of the defence industry. 

 

c. “A commitment to ensure that the linkages between the primary and secondary 

productive sectors of the economy are maximised”, which would fit well with the 

development of a broader defence industry incorporating SMMEs in its supply chain. 

 

d. “A combined and constructive drive to overcome the key constraints to manufacturing-

led, value-adding growth”, which is quite clearly something well- aligned with the 

defence industry.  

 

479. The fourth pillar also emphasises labour-intensive sectors, which does not immediately 

seem to be an attribute of the defence industry. But the defence industry works in several of 

the sectors that the “backward indirect impacts” employment table in the IPAP 2016/17 

document reveals to have a high knock-on employment effect: Electrical machinery and 

apparatus; rubber products; motor vehicles, parts and accessories; basic iron and steel; 

professional and scientific equipment; metal products excluding machinery; other transport 

equipment; machinery and equipment; plastic products; television, radio and 

communications equipment. Almost all of these sectors have an employment multiplier of 

1.5 or higher. 

 

480. A key element of the IPAP is to help South Africa move from being heavily dependent on 

commodity exports to having a diversified ‘knowledge economy’. To that end, the IPAP is 

focused on, among others: 

 

a. “Greatly enhanced and enforced” compliance of government procurement with the 

localisation targets developed by the DTI. This is clearly aligned with developing a 

greater local capability to support, manufacture and develop equipment for the 

Defence Force. 

 

b. “A strong focus on spill-over and labour-intensive sectors”. While much of 

defence industry is not very labour-intensive, there is immense potential for spill-over 

and spin-off of technologies, processes and individual skills to other sectors. And the 

defence sector can be a major employer, generating knock-on employment, as is clear 

from the fact that during the 1980s it employed some 130 000 people directly. 

 

c. “Carefully targeted industrial financing and incentives”, including: 

 

i. “Much stronger export credit and export credit insurance support”, which 

can greatly improve the export potential of the defence industry, particularly to 
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developing countries for whose needs South African defence equipment is well-

suited.   

 

ii. “Energetic implementation of the recently launched Black Industrialists 

Incentive”, which could be used to draw black industrialists into the defence 

sector and, more creatively and usefully, to help budding black entrepreneurs to 

establish and build up SMMEs in the defence sector, gaining experience and 

skills they can later apply in other sectors, and giving meaning to the ‘broad-

based’ element of BBBEE policy. 

 

d. “Leveraging the devaluation of the Rand to make South African manufactured 

products more globally competitive and create opportunities for the expansion 

and further development of SA’s domestic manufacturing capabilities”, which is 

exactly aligned with the potential of the defence industry, given sufficient support in 

the form of local orders to demonstrate that its equipment is in service. 

 

e. “Growing exports”, with the focus on four main pillars: 

 

i. “Building partnerships with global Original Equipment Manufacturers 

(OEMs) focused on transferring technologies and growing our exports in 

OEM value chains”, which is perfectly aligned with what the defence industry 

can and must do in its own interests, and what it has, in fact, already been doing 

to some extent. 

 

ii. “Partnering with national export champions to catalyse increased national 

technology absorption for the development of high value exports”, which 

is perfectly aligned with what the defence industry can do, as is demonstrated 

by the high-value/high-tech exports of Denel, Reutech and Saab Grintek 

Defence.       

 

iii. “Strengthening existing industry Associations and Export Councils, 

including establishing a dedicated new Export Council for Africa”, which 

will fit perfectly with what the defence industry needs and towards which it can 

make a major practical contribution. 

 

iv. “Developing export-orientated production hubs in SEZs and Regional 

clusters and fostering industrial decentralisation”, to which the defence 

industry can contribute usefully as it expands to meet Defence Force needs. 

 

f. “Automotives”: A large portion of the defence industry is in the automotive sector, 

and many other defence technologies relate to that sector and can be harnessed to 

support development in that sector.   

 

Preferential Procurement Policy Framework Act (2000) and  

Preferential Procurement Regulations (2017) 

 

481. The Preferential Procurement Policy (PPPFA) is intended to use government expenditure to 

boost local economic and industrial development by designating suitable sectors for 

minimum local content requirements. Its Section 9 Paragraph 9(1) empowers the DTI to 

“designate” specific industries where (state) tenders should prescribe that only locally 
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manufactured products with a prescribed minimum threshold for local production and content 

will be considered.  

 

482. The local production and local content requirements cover the full range of factors from 

development and materials through manufacture and sustainment to disposal, vary by sector 

and will be adjusted from time to time. 

 

483. This act and its regulations can be to the benefit of the defence industry, both directly and 

indirectly: 

 

a. Directly, by focusing the Defence Force on local manufacture and development in all 

cases where that is practicable, in preference to importing equipment or paying for 

development by a foreign company; and 

 

b. Indirectly, by: 

i. Designating selected components and sub-assemblies required for Defence 

Force systems or equipment, requiring other government departments to 

preferentially specify those items for their acquisitions; and/or  

ii. Designating defence industry companies as preferred developers/suppliers to 

meet the relevant requirements of other government departments. 

 

Military Veterans Act 

 

484. The Military Veterans Act 18 of 201113 and the related regulations published in 2014 are 

relevant to the defence industry for three reasons: 

 

a. Military veterans are well-suited to employment in the industry, bringing with them 

practical experience of using equipment and systems operationally as well as insights 

regarding maintenance and training; 

 

b. Military veterans will be able to interface with the military of a potential client at a 

particularly useful level, understanding the practicalities of soldiering and of employing 

the equipment better than any civilian engineer;  

 

c. The Act specifically requires the Minister and Department of Military Veterans to assist 

both veterans in their individual capacity and businesses owned by veterans in 

securing business opportunities, making for obvious synergy (see Paragraph 490 

below). 

 

485. The Military Veterans Benefits Regulations No: 122 dated 19 February 2014, published in 

the Government Gazette No: 37355, states in Paragraph 10 “Facilitation of business 

opportunities” that: 

 

a. “The Minister must establish a business vehicle through which business opportunities 

can be pursued by the State on behalf of all military veterans”; and 

 

 
13Government Notice 1015 in Government Gazette 34819 dated 5 December 2011. Commencement date: 1 April 

2012 (Proc. No. 26, Gazette No. 35221]. 
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b. “All existing and potential military veterans’ business entities that are partially or wholly 

owned by military veterans and that are benefiting military veterans, qualify for 

facilitation of business opportunities”. 

 

486. The only provisos in this respect are that: 

 

a. “To qualify for facilitation of business opportunities, a military veteran’s business entity 

must be registered on the military veterans’ business entity register”; and 

 

b. “The Department must determine the conditions for the inclusion of a business entity 

in the military veterans’ business entity register”. 

 

487. Given the importance of SMMEs in the defence sector, there is a clear opportunity here for 

the industry to assist and support military veterans in cooperation with the Minister and 

Department. This support should be provided to both: 

a. SMMEs owned or mainly staffed by veterans; and  

b. Cooperatives established by veterans, insofar as the particular cooperative is suited 

to the manufacture or support or sustainment of defence equipment.  

 

 

 

 

 

 

 

 


