SECURITY VIOLATIONS
A security violation or infraction is any breach of security regulations, prescriptions, procedures, practices or guidelines, whether or not it results in an actual compromise of classified information. No matter how minor, any security infraction musy be reported to Armscor Security Division (ASD) immediately so that the incident can be evaluated and appropriate action taken.

EXAMPLES OF SECURITY VIOLATIONS
1.
Leaving classified materiel unattended on desks, in cabinets or elsewhere in an unsecured area, either during or after normal working hours.

2
Keeping classified materiel on a desk or unattended cabinet, container or area

3
Reproducing classified materiel without authorisation
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4
Transmitting classified materiel via an un-secure telecommunications

5
Removing classified materiel from the office in order to work on it at home without proper authorisation

6
Granting a visitor, contractor, employee or any other person access to classified information without verifying both the individual’s clearance and need–to-know.
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7
Discussing classified information in lobbies, cafeterias, corridors, or any other public areas where the discussion may be overheard

8
Failure to mark classified documents properly
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9
Failure to follow appropriate procedures for destroying classified materiel
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TAKE NOTE
THE SIGNIFICANCE OF A SECURITY VIOLATION DOES NOT DEPEND ONLY ON WHETHER INFORMATION WAS ACTUALLY COMPROMISED, BUT ALSO ON THE INTENTIONS AND ATTITUDES OF THE INDIVIDUAL WHO COMMITTED THE VIOLATION.
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